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S16 Networks' IPv6 Toolkit

* Objetivos:
- Mejora de implementaciones de IPv6

- Analisis de seguridad de redes IPv6
- Trouble-shooting de redes IPV6

e Licencia:
- GPL (free software)
e Home:

- http://lwww.si6networks.com/ipv6toolkit


http://www.si6networks.com/ipv6toolkit
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IDEAS HERRAMIENTAS RED IPV6



Herramientas

°* NS6 e rd6 * ICcMpo6
* Nab e scanb * NI6
* 1S6 » fragb * flowo

* rab * {cp6 jumbo6



Demos
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Demo #1: Scanning local en IPv6

 Encuentra sistemas presentes en la red local

# scanb -i IFACE -l



Demo #2: Politica de Frag ID

* Analiza la politica de generacion del IPv6
Fragment ldentification

» Detalles en draft-gont-6man-predictable-
fragment-id

# fragb -i IFACE --frag-id-policy -d HOST



Demo #3: Evadiendo RA-Guard

e Se envian RAs del tipo:

Original
Packet Header

Dest Options

CaN ONy Tell there <
Dest. Opt. Hik nside!

First
Fragment

Second Dest Options (N GPJ}’ Tell There <
Fragment Header Dest. Opt. Hir wiside!

# ra6 -i IFACE -s ROUTER -u 900 -u 400 -y 1280 -d TARGET




Preguntas?
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