
Training Course: Hacking IPv6 Networks v4.0

Instructor: Fernando Gont

Overview

The IPv6 protocol suite was has been designed to accommodate the present and future
growth of the Internet, by providing a much larger address space than that of its IPv4
counterpart, and is expected to be the successor of the original IPv4 protocol suite. The
imminent exhaustion of the IPv4 address space has resulted in the deployment of IPv6
in a number of production environments,  with many other organizations planning to
deploy IPv6 in the short or near term.

There are  a  number of factors  that  make the IPv6 protocol  suite  interesting  from a
security standpoint. Firstly, being a new technology, technical personnel has much less
confidence with the IPv6 protocols than with their  IPv4 counterparts,  and thus it  is
likely  that  the  security  implications  of  the  protocols  be  overlooked  when  they  are
deployed  on  production  networks.  Secondly,  IPv6  implementations  are  much  less
mature  than  their  IPv4  counterparts,  and  thus  it  is  very  likely  that  a  number  of
vulnerabilities will be discovered in them before their robustness matches that of the
existing IPv4 implementations. Thirdly, security products such as firewalls and NIDS’s
(Network Intrusion Detection Systems) usually have less support for the IPv6 protocols
than  for  their  IPv4  counterparts.  Fourthly,  the  security  implications  of  IPv6
transition/co-existence technologies on existing IPv4 networks are usually overlooked,
potentially enabling attackers to leverage these technologies to circumvent IPv4 security
controls in unexpected ways.
 
The  imminent  global  deployment  of  IPv6  has  created  a  global  need  for  security
professionals with expertise in the field of IPv6 security, such that the aforementioned
security issues can be mitigated.

While there exist a number of training courses about IPv6 security, they either limit
themselves to a high-level overview of IPv6 security, and/or fail to cover a number of
key IPv6 technologies that are vital in all real IPv6 deployment scenarios. During the
last few years, SI6 Networks has offered its flagship course “Hacking IPv6 Networks”,
providing  in-depth  hands-on  IPv6  security  training  to  networking  and  security
professionals around the world. 

Hacking IPv6 Networks (version 4.0) is  a renewed edition  of SI6 Networks'  IPv6
security  training  course,  with  an  a  tremendous  increase  in  hands-on  exercises,  and
newly incorporated materials based on recent developments in the area of IPv6 security.
The training is carried out by Fernando Gont, a renowned IPv6 security researcher.

Learning Objectives
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This course will provide the attendee with in-depth knowledge about IPv6 security, such
that the attendee is able to evaluate and mitigate the security implications of IPv6 in
production environments.

The attendee will be given an in-depth explanation of each topic covered in this course,
and will learn -- through hands-on exercises -- how each feature can be exploited for
malicious  purposes.  Subsequently,  the  attendee  will  be  presented  with  a  number  of
alternatives to mitigate each of the identified vulnerabilities.

This course will employ a range of open source tools to evaluate the security of IPv6
networks,  and to  reproduce  a  number of IPv6-based attacks.  During the course,  the
attendee will perform a large number of exercises in a network laboratory (with the
assistance  of  the  trainer),  such that  the  concepts  and techniques  learned during this
course are reinforced with hands-on exercises. The attendee will be required to perform
a  large  number  of  IPv6  attacks,  and  to  envision  mitigation  techniques  for  the
corresponding vulnerabilities.

Who Should Attend

Network  Engineers,  Network  Administrators,  Security  Administrators,  Penetration
Testers, and Security Professionals in general.

Participants Are Required To

Participants are required to have a good understanding of the IPv4 protocol suite (IPv4,
ICMP, ARP, etc.) and of related components (routers, firewalls, etc.). Additionally, the
attendee is expected to knowledge about basic IPv4 troubleshooting tools, such as: ping,
traceroute, and network protocol analyzers (e.g., tcpdump). Basic knowledge of IPv6 is
desirable, but not required.

What to bring

Attendees willing to perform the hands-on exercises are expected to bring a laptop with
VirtualBox already installed, and an empty memory stick (of at least 8 GB) or a DVD
drive. The minimum requirements for the laptop are: Intel Core Duo, 1.66 GHz. 4GB of
RAM. Ethernet and WI-FI network interface cards.

Course Length

3 days
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Topics covered by this course

• Introduction to IPv6 
◦ IPv4 address exhaustion 
◦ IPv6 service 
◦ IPv6 transition/deployment mechanisms 
◦ IPv6: current state of affairs 
◦ Brief comparison between IPv6 and IPv4 
◦ IPv6 security overview 

• IPv6 Addressing Architecture 
◦ IPv6 address types 
◦ IPv6 address analysis 
◦ Implications for address scanning attacks & possible mitigations 
◦ Privacy implications & possible mitigations 
◦ Implications for end-to-end connectivity 

• IPv6 Header Fields 
◦ IPv6 header overview 
◦ Basic header fields 
◦ Security assessment 

• IPv6 Extension Headers (EHs) 
◦ General implications of EHs 
◦ Security implications of specific IPv6 EHs 
◦ Security implications of specific IPv6 options 
◦ IPv6 EHs in the real world 
◦ Exploitation of IPv6 EHs 
◦ Troubleshooting IPv6 EHs 
◦ Network reconnaissance with IPv6 EHs 
◦ Recent advances 

• IPsec 
◦ Virtual Private Network (VPN) traffic leakages 

• Internet Control Message Protocol version 6 (ICMPv6) 
◦ ICMPv6 error messages 
◦ ICMPv6 informational messages 
◦ Network reconnaissance with ICMPv6 

• Neighbor Discovery for IPv6 
◦ Address resolution in IPv6 
◦ Address resolution messages and options 
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◦ Neighbor Discovery cache 
◦ Neighbor Discovery attacks 
◦ Neighbor Discovery security controls 
◦ Evasion of Neighbor Discovery security controls 
◦ System configuration options 

• Stateless Address Auto-configuration (SLAAC) 
◦ SLAAC operation 
◦ SLAAC messages and options 
◦ Duplicate Address Detection (DAD) 
◦ Troubleshoting SLAAC 
◦ SLAAC attacks 
◦ DAD attacks 
◦ SLAAC security controls 
◦ Evasion of SLAAC security controls 
◦ System configuration options 

• Dynamic Host Configuration Protocol version 6 (DHCPv6) 
◦ Sample DHCPv6 traffic 
◦ Security implications of DHCPv6 
◦ DHCPv6 attacks 
◦ DHCPv6 security controls 

• Multicast Listener Discovery (MLD) 
◦ Sample MLD traffic 
◦ Security implications of MLD 
◦ MLD attacks 
◦ MLD security controls 

• Upper-Layer Attacks 
◦ TCP-based attacks 
◦ UDP-based attacks 
◦ Possible mitigations 

• DNS Support for IPv6 
◦ Network reconnaissance 
◦ Exploiting DNS reverse mappings 

• IPv6 Firewalls 
◦ Known limitations 
◦ Evasion of IPv6 firewalls 
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• Security Implications of IPv6 for IPv4-only Networks 
◦ IPv6 attacks on IPv4-only networks 
◦ Mitigating IPv6 attacks on IPv4-only networks 

• Transition/Co-existence Technologies 
◦ Automatic tunneling mechanisms 
◦ Attacks on automatic tunneling mechanisms 
◦ Mitigations 

• Network Reconnaissance in IPv6 
◦ Host scanning in IPv6 
◦ Port scanning in IPv6 

• IPv6 Deployment Considerations 
◦ Designing an IPv6 address plan 
◦ Operating System hardening 
◦ Other considerations 

About the Instructor

Fernando Gont  specializes  in the  field of communications  protocols  security,
working for private and governmental organizations from around the world. 

Gont has worked on a number of projects for the UK National Infrastructure
Security Co-ordination Centre (NISCC) and the UK Centre for the Protection of
National Infrastructure (CPNI) in the field of communications protocols security.
As part of his work for these organizations, he has written a series of documents
with recommendations for network engineers and implementers of the TCP/IP
protocol suite, and has performed the first thorough security assessment of the
IPv6 protocol suite. 

Gont  is  currently  working  as  a  security  consultant  and  researcher  for  SI6
Networks (http://www.si6networks.com).  Additionally, he is  a member  of  the
Centro  de  Estudios  de  Informatica  (CEDI)  at  Universidad  Tecnológica
Nacional/Facultad Regional Haedo (UTN/FRH) of Argentina, where he works in
the field of Internet engineering. As part of his work for these orgaizations, he is
active in several working groups of the Internet Engineering Task Force (IETF),
and has published more than 20 IETF RFCs (Request For Comments) and more
than a dozen IETF Internet-Drafts. Gont has also produced the SI6 Network's
IPv6  Toolkit  (http://www.si6networks.com/tools/ipv6toolkit --  a  portable  and
comprehensive security toolkit for the IPv6 protocol suite), and runs the IPv6
Hackers mailing-list (http://www.ipv6hackers.org).
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Gont has been a speaker at  a number of conferences  and technical  meetings
about  information  security,  operating  systems,  and  Internet  engineering,
including:  CanSecWest  2005,  Midnight  Sun  Vulnerability  and  Security
Workshop/Retreat 2005, FIRST Technical Colloquium 2005, Kernel Conference
Australia 2009, DEEPSEC 2009, HACK.LU 09, HACK.LU 2011, DEEPSEC
2011, IETF 83, LACSEC 2012, Hackito Ergo Sum 2012, Hack In Paris 2013,
German IPv6 Kongress 2014,  H2HC 2014, and Troopers 2014. Additionally, he
is a regular attendee of the Internet Engineering Task Force (IETF) meetings.

More information about Fernando Gont is available  at  his  personal web site:
<http://www.gont.com.ar>.
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Fernando Gont's contact information & bio

e-mail: 
fgont@si6networks.com || fernando@gont.com.ar

web:
http://www.si6networks.com || http://www.gont.com.ar

Linkedin Profile: 
http  s  ://www.linkedin.com/in/fernandogont

Employer and/or affiliations: 
            SI6 Networks

Brief biography:
Fernando Gont  specializes  in the  field of communications  protocols  security,
working for private and governmental organizations. 

Gont has worked on a number of projects for the UK National Infrastructure
Security Co-ordination Centre (NISCC) and the UK Centre for the Protection of
National Infrastructure (CPNI) in the field of communications protocols security.
As part of his work for these organizations, he has written a series of documents
with recommendations for network engineers and implementers of the TCP/IP
protocol suite, and has performed the first thorough security assessment of the
IPv6 protocol suite. 

Gont  is  currently  working  as  a  security  consultant  and  researcher  for  SI6
Networks (http://www.si6networks.com). Additionally, he is a member 
of the Centro de Estudios de Informatica (CEDI) at  Universidad Tecnológica
Nacional/Facultad Regional Haedo (UTN/FRH) of Argentina, where he works in
the field of Internet engineering.  As part  of his work,  he is active in several
working  groups  of  the  Internet  Engineering  Task  Force  (IETF),  and  has
published more than 18 IETF RFCs (Request For Comments) and more than a
dozen IETF Internet-Drafts.  Gont  has  also produced the  SI6 Network's  IPv6
Toolkit  (http://www.si6networks.com/tools/ipv6toolkit)  --  a  portable  and
comprehensive security toolkit for the IPv6 protocol suite.

Gont has been a speaker at  a number of conferences  and technical  meetings
about  information  security,  operating  systems,  and  Internet  engineering,
including:  CanSecWest  2005,  Midnight  Sun  Vulnerability  and  Security
Workshop/Retreat 2005, FIRST Technical Colloquium 2005, Kernel Conference
Australia 2009, DEEPSEC 2009, HACK.LU 09, HACK.LU 2011, DEEPSEC
2011, IETF 83, LACSEC 2012, Hackito Ergo Sum 2012, Hack In 
Paris 2013, German IPv6 Kongress 2014,  and IPv6 Security Summit 2014. 

7

http://www.si6networks.com/tools/ipv6toolkit
http://www.si6networks.com/
https://www.linkedin.com/in/fernandogont
https://www.linkedin.com/in/fernandogont
https://www.linkedin.com/in/fernandogont
http://www.gont.com.ar/
http://www.si6networks.com/
mailto:fernando@gont.com.ar
mailto:fgont@si6networks.com


More information about Fernando Gont is available  at  his  personal web site:
<http://www.gont.com.ar>.

List of publications:

IETF RFCs

Bao,  C.,  Li,  X.,  Baker,  F.,  Anderson,  T.,  Gont,  F.  “IP/ICMP  Translation
Algorithm”,  IETF  RFC  7915,  June  2016.  Available  at:  https://www.rfc-
editor.org/rfc/rfc7915.txt  

Gont,  F.,  Linkova,  J.,  Chown, T.,  Liu,  W. “Observations on the Dropping of
Packets with IPv6 Extension Headers in the Real World”, IETF RFC 7872, June
2016. Available at:  http://www.rfc-editor.org/rfc/rfc7872.txt 

Gont, F., “Security Implications of Predictable Fragment Identification Values”.
IETF  RFC  7739,  February  2016.  Available  at:  http://www.rfc-
editor.org/rfc/rfc7739.txt 
 
Cooper, A., Gont, F., Thaler, D. “Security and Privacy Considerations for IPv6
Address  Generation  Mechanisms”.  IETF  RFC  7721.  Available  at:
http://www.rfc-editor.org/rfc/rfc7721.txt 

Gont, F., Chown, T., “Network Reconnaissance in IPv6 Networks”. IETF RFC
7707. Available at: http://www.rfc-editor.org/rfc/rfc7707.txt

Gont, F., Liu, W., Van de Velde, G., “DHCPv6-Shield: Protecting Against Rogue
DHCPv6  Servers”.  IETF  RFC  7610,  August  2015.  Available  at:
https://www.rfc-editor.org/rfc/rfc7610.txt

Bagnulo,  M.,  Paasch,  C.,  Gont,  F.,  Bonaventure,  O.,  Raiciu,  C.  “Analysis  of
MPTCP  residual  threats  and  possible  fixes”,  IETF  RFC  7430,  July  2015.
Available at: http://www.rfc-editor.org/rfc/rfc7430.txt 

Carpenter,  B.,  Chown,  T.,  Gont,  F.,  Jiang,  S.,  Petrescu,  A.,  Yourtchenko,  A.
“Analysis  of  the  64-bit  Boundary  in  IPv6  Addressing”,  IETF  RFC  7421,
January 2015. Available at: https://www.rfc-editor.org/rfc/rfc7421.txt 
 
Gont, F., “Layer 3 Virtual Private Network (VPN) Tunnel Traffic Leakages in
Dual-Stack  Hosts/Networks”,  IETF  RFC  7359,  August  2014.  Available  at:
http://www.rfc-editor.org/rfc/rfc7359.txt 
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Gont, F., “A Method for Generating Semantically Opaque Interface Identifiers
with IPv6 Stateless  Address  Autoconfiguration  (SLAAC)”,  IETF  RFC 7217,
April 2014. Available at: http://www.rfc-editor.org/rfc/rfc7217.txt 
 
Gont, F., Atkinson, R., Pignataro, C., “Recommendations on Filtering of IPv4
Packets Containing IPv4 Options”, IETF RFC 7126, February 2014. Available
at: http://www.rfc-editor.org/rfc/rfc7126.txt 
 
Gont, F., “Security Implications of IPv6 on IPv4 Networks”, IETF RFC 7123,
February 2014. Available at: http://www.rfc-editor.org/rfc/rfc7123.txt 

Gont, F., “Implementation Advice for IPv6 Router Advertisement Guard (RA-
Guard)”,  IETF  RFC  7113,  February  2014.  Available  at:  http://www.rfc-
editor.org/rfc/rfc7113.txt

Gont,  F.,  Manral,  V.,  Bonica,  R.  “Implications  of  Oversized  IPv6  Header
Chains”,  IETF  RFC  7112,  January  2014.  Available  at:  http://www.rfc-
editor.org/rfc/rfc7112.txt

Gont,  F.,  “Security  Implications  of  IPv6  Fragmentation  with  IPv6  Neighbor
Discovery”,  IETF  RFC  6980,  August  2013.  Available  at:  http://www.rfc-
editor.org/rfc/rfc6980.txt

Gont, F. 'Processing of IPv6 "Atomic" Fragments'. IETF RFC 6946. May 2013.
Available at: http://www.rfc-editor.org/rfc/rfc6946.txt

Gont,  F. “Formally  Deprecating Some ICMPv4 Message Types”,  IETF  RFC
6918. April 2013. Available at: http://www.rfc-editor.org/rfc/rfc6918.txt

Pignataro, C., Gont, F., “Formally Deprecating some IPv4 Options”, IETF RFC
6814. November 2012. Available at: http://www.rfc-editor.org/rfc/rfc6814.txt

Gont, F. “Deprecation of ICMP Source Quench messages”,  IETF  RFC 6633.
May 2012. Available at: http://www.rfc-editor.org/rfc/rfc6633.txt

Gont,  F.,  Bellovin,  S.,  “Defending Against  Sequence Number Attacks”,  IETF
RFC  6528.  February  2012.  Available  at:  http://www.rfc-
editor.org/rfc/rfc6528.txt

Gont, F. “Security Assessment of the Internet Protocol version 4”, IETF  RFC
6274. July 2011. Available at: http://www.rfc-editor.org/rfc/rfc6274.txt

Gont, F., “Reducing the TIME-WAIT state using TCP timestamps”, IETF RFC
6191. April 2011. Available at: http://www.rfc-editor.org/rfc/rfc6191.txt

9

http://www.rfc-editor.org/rfc/rfc6191.txt
http://www.rfc-editor.org/rfc/rfc6274.txt
http://www.rfc-editor.org/rfc/rfc6528.txt
http://www.rfc-editor.org/rfc/rfc6528.txt
http://www.rfc-editor.org/rfc/rfc6633.txt
http://www.rfc-editor.org/rfc/rfc6814.txt
http://www.rfc-editor.org/rfc/rfc6918.txt
http://www.rfc-editor.org/rfc/rfc6946.txt
http://www.rfc-editor.org/rfc/rfc6980.txt
http://www.rfc-editor.org/rfc/rfc6980.txt
http://www.rfc-editor.org/rfc/rfc7112.txt
http://www.rfc-editor.org/rfc/rfc7112.txt
http://www.rfc-editor.org/rfc/rfc7113.txt
http://www.rfc-editor.org/rfc/rfc7113.txt
http://www.rfc-editor.org/rfc/rfc7123.txt
http://www.rfc-editor.org/rfc/rfc7126.txt
http://www.rfc-editor.org/rfc/rfc7217.txt


Larsen,  M.,  Gont,  F.  “Transport  Protocol  Port  Randomization
Recommendations”,  IETF  RFC  6056.  Available  at:  http://www.rfc-
editor.org/rfc/rfc6056.txt

Gont, F., Yourtchenko, A., “On the implementation of TCP urgent data”, IETF
RFC 6093. January 2011. Available at: http://www.rfc-editor.org/rfc/rfc6093.txt

Gont, F., “ICMP attacks against TCP”, IETF RFC 5927. July 2010. Available at:
http://www.rfc-editor.org/rfc/rfc5927.txt

Eggert,  L.,  Gont,  F.,  “TCP User  TimeOut  (UTO) Option”,  IETF  RFC 5482.
March 2009. Available at: http://www.rfc-editor.org/rfc/rfc5489.txt

Gont,  F.,  “TCP’s Reaction  to Soft  Errors”.  IETF  RFC 5461.  February 2009.
Available at:  http://www.rfc-editor.org/rfc/rfc5461.txt

IETF Internet-Drafts (working group items)

Gont, F., Liu, W., Bonica, R. “Recommendations on Filtering of IPv6 Packets
Containing  IPv6  Extension  Headers”,  IETF  Internet-Draft.  Available  at:
https://tools.ietf.org/html/draft-ietf-opsec-ipv6-eh-filtering

Gont,  F.,  Liu,  W.  “A Method for  Generating  Semantically  Opaque  Interface
Identifiers  with  Dynamic  Host  Configuration  Protocol  for  IPv6  (DHCPv6)”,
IETF Internet-Draft. Available at: https://tools.ietf.org/html/draft-ietf-dhc-stable-
privacy-addresses 

Gont, F., Liu, W., Anderson, T., “Deprecating the Generation of IPv6 Atomic
Fragments”,  IETF Internet-Draft.  Available  at:  https://tools.ietf.org/html/draft-
ietf-6man-deprecate-atomfrag-generation

Gont, F., Bonica, R., Liu, W. “Validation of IPv6 Neighbor Discovery Options”,
IETF Internet-Draft.  Available  at:  https://tools.ietf.org/html/draft-ietf-6man-nd-
opt-validation

Bagnulo,  M.,  Paasch,  C.,  Gont,  F.,  Bonaventure,  O.,  Raiciu,  C.  “Analysis  of
MPTCP residual threats and possible fixes”, IETF Internet-Draft. Available at:
http://tools.ietf.org/html/draft-ietf-mptcp-attacks

Gont,  F.,  Chown,  T.,  “Network  Reconnaissance  in  IPv6  Networks”,  IETF
Internet Draft, December 2012. This document has been accepted as a working
group  item  of  the  OPSEC  WG  (http://www.ietf.org/html.charters/opsec-
charter.html).  Available  at:  http://tools.ietf.org/id/draft-ietf-opsec-ipv6-host-
scanning-00.txt 
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Gont, F., “Security Implications of Predictable Fragment Identification Values”,
IETF  Internet  Draft,  March  2013.  This  document  has  been  accepted  as  a
working group item of the 6man WG (http://www.ietf.org/html.charters/6man-
charter.html). Available at:  http://tools.ietf.org/html/draft-ietf-6man-predictable-
fragment-id

Gont, F., Liu, W., Van de Velde, G., “DHCPv6-Shield: Protecting Against Rogue
DHCPv6 Servers”,  IETF Internet  Draft.  December  2012.  This  document  has
been  accepted  as  a  working  group  item  of  the  OPSEC  WG
(http://www.ietf.org/html.charters/opsec-charter.html).  Available  at:
http://tools.ietf.org/id/draft-ietf-opsec-dhcpv6-shield-00.txt 

IETF Internet-Drafts (individual submissions)

Gont,  F.,  “Interoperability  Problems of StateLess Address Auto-Configuration
(SLAAC) Arising from Duplicate Link-layer Addresses”, IETF Internet-Draft,
October  2012.  Available  at:  http://tools.ietf.org/html/draft-gont-v6ops-slaac-
issues-with-duplicate-macs 

Gont,  F.,  “Obsoleting  the  Endpoint  Identifier  (EID)  Option”,  IETF  Internet
Draft. October 2012. Available at:  http://www.ietf.org/internet-drafts/draft-gont-
intarea-obsolete-eid-option-01.txt 

Gont,  F.,  “Processing  of  TCP  segments  with  Mirrored  End-points”,  IETF
Internet  Draft,  March  2012.  Available  at:  http://www.ietf.org/internet-
drafts/draft-gont-tcpm-tcp-mirrored-endpoints-00.txt 

Gont, F., “Processing of IP Security/Compartment and Precedence Information
by  TCP”,  IETF  Internet  Draft,  March  2012.  Available  at:
http://www.ietf.org/internet-drafts/draft-gont-tcpm-tcp-seccomp-prec-00.txt 

Gont,  F.,  “Recommendations  for  IPv6 Firewall  Design and Implementation”,
IETF Internet Draft, January 2012. (available on request). 

Gont, F., “Security Assessment of the IPv6 Flow Label”, IETF Internet Draft,
January 2012. Available at:  http://www.ietf.org/internet-drafts/draft-gont-6man-
flowlabel-security-02.txt 

Gont,  F.,  “Security  Implications  of  IPv6  options  of  Type  10xxxxxx”,  IETF
Internet  Draft,  December  2011.  Available  at:  http://www.ietf.org/internet-
drafts/draft-gont-6man-ipv6-smurf-amplifier-00.txt 

Gont,  F.,  “Managing  the  Address  Generation  Policy  for  Stateless  Address
Autoconfiguration in IPv6”, IETF Internet Draft, December 2011. Available at:
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